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Ways of Representing Networks
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Traditionally 2 ways of abstracting 
network traffic:

1. Events-based
• Anomalies defined by unusual features
• Notably, relational data not considered

(see KDD Cup data set) 

2. Frequency-based
• Anomalies defined by unusual counts of events 
• Difficult to correlate structural relationships 

beyond 1-hop



More recently, graph analytics have been applied:

• Captures structural relationships

• Better suited for lateral movement detection

• Does not consider time, however

Ways of Representing Networks (cont.) 
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Given a multiset of tuples I = < 𝑠𝑟𝑐, 𝑑𝑠𝑡, 𝑡 > of interactions on a 
network, a temporal graph with time window 𝛿 is the set

𝐺 = {𝐺0, … , 𝐺𝑇} where 
𝐺𝑡 = {𝑉𝑡 , 𝐸𝑡} with the constraint that 
∀ 𝑢, 𝑣 ∈ 𝐸𝑡 , ∃ < 𝑢, 𝑣, 𝑖 > ∈ 𝐼 ٿ 𝑡 ≤ 𝑖 < (𝑡 + 𝛿)

Solution: Temporal Graphs
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Given a temporal graph G the objective is to find a function 

𝑓 𝑢, 𝑣, 𝑡 {𝐺0, … , 𝐺𝑡} ≈ 𝑃[ 𝑢, 𝑣 ∈ 𝐸𝑡+𝑛]

Where 𝑛 ≥ 0

If 𝑛 = 0, we call it Dynamic Link Detection 

If 𝑛 > 0, we call it Dynamic Link Prediction

Temporal Link Prediction

5



Motivating Example
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• When Alice and Bob authenticate with C0 and C1, they query the SD
• When Bob does not authenticate with C1, it does not query the SD

A simple probability distro is apparent:
𝑃 𝐶1, 𝑆𝐷 ∈ 𝐸𝑡+1 𝐵, 𝐶1 ∈ 𝐸𝑡 = 1
𝑃 𝐶1, 𝑆𝐷 ∈ 𝐸𝑡+1 𝐵, 𝐶1 ∉ 𝐸𝑡 = 0



How do Other Data Structures Fare?
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𝑃 𝐶1, 𝑆𝐷 ∈ 𝐸𝑡+1 𝐵, 𝐶1 ∈ 𝐸𝑡 = 1
𝑃 𝐶1, 𝑆𝐷 ∈ 𝐸𝑡+1 𝐵, 𝐶1 ∉ 𝐸𝑡 = 0

Event-based:
- If <C1, SD, 5> has similar features to <C1, SD, 3>, the   

anomaly is undetectable

Frequency-based: 
- The lack of an event with B at t=4 would have little bearing 

on an event between C1 and SD

Graph-based: 
- P[<C1, SD, 3>] = P[<C1, SD, 5>]; time is not considered

Temporal graphs are the perfect solution to this 
problem, and those solved by prior works!



Temporal Link Prediction
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• In the past, GNN output passed through a 
sequence encoder

• Forces process to be sequential
• Cannot scale to large graphs (i.e. network logs)

• We propose uncoupling the RNN and GNN 
• GNN is most complex portion of the approach
• Amdahl’s law—distribute the hard parts

SoTA

Our Approach



The EULER Framework
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• Leader machine spins up k workers

• Workers issued command to load  
𝑘

𝑡
disjoint, sequential snapshots 

• Remaining snapshots assigned to 
workers holding oldest snapshots 

• Read occurs in parallel 

• Leader awaits workers to signal they have 
finished loading

1.) Loading Data
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• Leader issues command to workers to 
generate topological embeddings 

• Only argument is ENUM representing 
which partition (if any) of edges to process 

• Workers process each snapshot they hold 
in parallel

2.) Topological Encoding
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• RNN must operate sequentially 

• Some parallelism from the data imbalance 

• Leader processes topological encodings 
as soon as they arrive 

• Returns final Z embeddings

3.) Temporal Encoding
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• Leader determines which slices of 
Z to send to which worker

• During link detection, g(𝐙𝑡) ≈ 𝐀t

• During link prediction, g 𝐙𝑡 ≈ 𝐀𝑡+𝑛

• Workers assume 𝐙 i predicts the 
snapshot stored at index i, so leader 
must offset when necessary 

• Workers decode all embeds
• If training, workers return loss 

• Else, workers return scores, and 
labels (if available) for evaluation

4.) Scoring & Loss
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• Leader awaits workers’ output 

• If training
• Loss is calculated via DDP bucketing algorithm

• First in RNN, then independently by each GNN 

• GNNs then average their grads via MPI collective 
communication 

• If evaluating 
• Leader calculates AUC/AP if labels present 

• Leader merge sorts workers’ scores and returns top-k 
anomalous edges

5.) Backpropagation & Evaluation
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• Workers sample |𝐸𝑡+𝑛|
random negative edges

• New random sample each 
epoch

• Workers score negative 
and positive edges, P & N 

• Loss is BCE of P and N

Loss Function
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• (SI-)VGRNN
• GCN on GRNN 

• GRNN output used as GCN input next snapshot 

• Currently #1 ranked Temporal LP model on PapersWithCode.com 

• EGCN 
• RNN aims to find parameters of GCN 

• Very unique method, excellent at low info LP (guessing 10+ 
snapshots in the future)

• DynGraph2Vec (DynAE, DynRNN, DynAERNN)
• MLP on RNN (no message passing or spectral convs)

• Uses adj matrix as input & output vectors (not scalable) 

Benchmarking Methods
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Results
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• EULER out-performs prior work on all detection tests 

• Though only with statistical significance on FB and Enron AUC

• Prior works are not statistically significantly better than EULER on any prediction tests

• EULER is better with significance on new FB test, and equivalent elsewhere



• The benefits of using RNN output as GNN input is minimal

• The RNN and GNN components contribute to these models 
working

Discussion
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• 58 Days of log files in a real-world system

• Attack campaigns sporadically

• Redlog identifies 750 authorization events “involved in compromise” 

• Nodes: Users, Computers, System 

• Edges: Authorizations, weighted according to frequency:

• Features: 1-hot ID, and 1-hot vector of node’s role

• Threshold for classification as anomaly: 

The LANL Dataset
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Results
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•Link Detection:
• Best precision was GCN-GRU
• Surprisingly, ablation study had best AUC (with GRU). RNN may not be 

necessary
• SAGE also performed well 

•Link Prediction
• SAGE had best precision this time
• AUC not as good as GCN

•Overall
• Regression metrics are better than all prior works
• Higher TPR and lower FPR on classification metrics than prior works



Performance Comparison
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Forward Time Backward Time

Euler uses 16 workers; prior works use 16 inter-op threads

•Euler is consistently faster than prior works
•Forward time is about 2x faster
•Backward time is 16x better (showing near-perfect scaling)



Euler accomplished the following:

• Consistently as powerful or better than prior work
• Parallelized temporal link prediction
• First use of graph temporal link prediction for IDS
• Achieved best scores on LANL, but could be improved

Future work

• Uses other than pure anomaly detection for Euler embeddings
• Test other decoding functions
• Distributed GNN in general, find other places to optimize

Conclusion

22



Questions?



Thank you


